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1 Introduction

The PEPPOL Punch Out Login & Transmission Specification can by used to transfer message data between
procurement/webshops/ERP systems in a synchronous way as an alternative to asynchronous message
transfere via network such as the PEPPOL BusDox network. Message transport by use of this synchronous
transfer specification may be relevant when retrieving data directly from a web site during business processes
such as a punch out process. This synchronous transfer specification is based on the transfer mechanisms of
HTTP.

1.1 OpenPeppol
This specification is a result of work within openPEPPOL and is published as part of the PEPPOL specifications.

The audience for this document is organizations wishing to be PEPPOL enabled for exchanging electronic
messages, and/or their ICT-suppliers. These organizations may be:

» Service providers

»  Contracting Authorities

» Economic Operators

» Software Developers

More specifically it is addressed towards the following roles:
» ICT Architects

» ICT Developers

» Business Experts

For further information on PEPPOL/OpenPEPPOL please see [PEPPOL].
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[PEPPOL_Transp]

[UBL]
[Schematron]
[XSLT]

[BIS18]

http://www.peppol.eu/, specifically http://www.peppol.eu/ressource-
library/technical-specifications/post-award

http://www.peppol.eu/ressource-library/technical-specifications/infrastructure-
resources

http://docs.oasis-open.org/ubl/UBL-2.1.html
http://www.schematron.com
http://www.w3.org/TR/xslt20/

http://www.peppol.eu/ressource-library/technical-specifications/post-award

(ONON ;



PEPPOL Business Interoperability Specifications
Synchronous Login & Transmission Specification

3 Document history

3.1 Revision history

PEPPOL 3

Version |Date Author

Organisation

Description

1.0 [|April2017 |Georg Birgisson
Martin Forsberg

Midran Ltd.
Ecru Consulting

First version.

3.2 Contributors

The following individuals and their organizations have contributed to the development of this PEPPOL BIS
document by participation in team meetings, discussion and by providing expert input and review.

Ahti Allikas, Opuscapita

Chris Heavey, Ghxeurope

| Burdon, Elcom

Jan Andre Maroe, DIFI

Jens Aabol , DIFI

Krist Deveugele, Basware
Martin Forsberg, Ecru Consulting
Peter Danko, Edocdelivery
Petteri Zilliacus, Basware

Seija Vallinen, Basware

Soren Pedersen, ESV

Thomas Pettersson, PSK-konsult

cMol




PEPPOL Business Interoperability Specifications PEP PO L m
Synchronous Login & Transmission Specification

4 Prerequisits and scope
4.1 Prerequisits
Reading this document requires general knowledge about the way http data transfer works.

The Supplier operates a Webshop that allows registered customers to login, select items and to retrieve the
information about those items in an XML structured format.

4.2 Scope

Login transaction and retrival of business documents from a business partner’s website.

5 Process

5.1 Goals and Objectives

The main business benefits to be gained by implementing this specification are:

ID Description

G-001 Enable transfer of XML messages based on Peppol BIS specification in a
synchronous manner from websites.

G-002 Enable the website to identify the user to provide user specific information.

G-003 Support single sign-on for login to simplify users connections from within his own
systems.

G-004 Provde a common established approach for login-transaction and transmission of
message

G-005 Enable the user to maintain connection between work sessions on websites and
in own systems.

5.2 Parties and roles

The table below gives the definitions of the parties and roles of the message transfer process.

Business partners Description

Customer The customer is the legal person or organization who is in demand of a
product or service.

Examples of customer roles: buyer, consignee/delivery part, debtor,
contracting body.

Supplier The supplier is the legal person or organization who provides a product or
service.

Examples of supplier roles: seller, consignor, creditor, economic operator.

Role/actor Description
Buyer The buyer is the legal person or organization acting on behalf of the
(Webshop user - User) customer and who buys or purchases the goods or services.

As a webshop user the buyer accesses the Webshop, selects the items and
quantities he wants and completes the action by punching-out.
Seller The seller is the legal person or organization acting on behalf of the

(ONON )
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items and other relevant information in Webstore.

(Webshop operator) supplier and who sells goods or services to the customer.

As a Webshop operator seller provides the Webshop into which the buyer
logs on. The seller is responsible for providing up-to-date information on

The following diagram links the business processes to the roles performed by the Business Partners.

sd Domain Model /

Procurement User - Web Browser Webshop
system

HTTP POST XML Document()

The procurement system
receives the POST data
and stores the business
document.

I I
AN | |
The procurement system <HTTP GET Login parameters() ! :
stores |
* login credentials, |
* entry-HTTP URL for the Provide hidden Login form() |
webshop .[j |
* return-HTTP URL for where I
to send the business | HTTP POST Login() | The entry URL receives
document (such as shopping : > ( Il ;P;Zﬁgzteieegiziez
cart) user i in (i
| . | credentials are ok)
These values are provided : Browse & Create Shopping Cart() |
back to the browser in a |
hidden HTML form, with a | |
:ﬁgjﬂ_’g%ﬁthe webshop’s : Prepare check-out() | A
| The user creates a
| Provide return form() shopping cart and asks to|
| O‘ check-out from the
: webshop.
d)<

The webshop provides a
return HTML form with a
POST-action to the
procurement system (The
"return HTTP URL").

The business documentis
stored as BASE64
encoded XML in a form
element

5.3 Process description

The above disgram demonstrates the following process.

1. The user automatically logs into the suppliers webstore directly from his procurement systems by using

the relevant login credentials. The login credentials are transmitted to the sellers webshop in the form

of of an outbound request as defined in following chapter.

2. Inthe webstore the user selects the items he is interested in by placing them in his shopping cart. When
he has finised his selection he selects to check out. This initiates an action in the sellers webshop where
the item information is compiled into a structured XML format conformant to the PEPPOL BIS18 [BIS18].

3. The structured XML information is encoded as an base 64 object and pushed to the user through a post

action.

4. Inthe users procurement system the transferred object is decoded into an XML document and
processed automatically into the procurement system as defined in PEPPOL BIS18 [BIS18].
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6 Login transaction

The synchronous transfer is based on a login transaction that automatically logs the user into the business
partner’s website. The business document is later transmitted back using the return address (post_url) provided
in the login transaction.

6.1 Minimum Requirements

The login transaction must contain the following elements:

<form ... action="url") The url for the login at the providers web site.  The value of the action in the
form post.
username An identifier for the user account on the issued by the website
website.
password A password matching the username that issued by Webshop operator
validates the user. according to his password
policies.
buyer_id The id of the user in his role as a buyer. Used for customized user

experience. Such as his delivery
addresses, delivery times , prices
and terms. Provide if different
from user name.

return_object_spec_id An identifier of the document type and Identifies the specification that
version expected to be returned (such as a the returned object shall be
shopping cart XML-format). compliant to.

post_url The url to where the Webshop will post the The user may create an
inbound message on the users site. SessionID/TicketID and insert it

SessionlID/TicketID can be part of the post_url into the post_url. The Webshop

so that received document can be connected  does not need to process the id

to the user session. but when it posts the document
the user can parse the url and
extract the id for matching.

Exmple

<form method="post" enctype="application/x-www-form-urlencoded; charset=UTF-8"
action="https://punchout.peppol.eu/request/callservice.jsp">

<input type="hidden" name="username" value="samplebuyer"/>

<input type="hidden" name="password" value="strongpass"/>

<input type="hidden" name="buyer_id" value="jd123"/>

<input type="hidden" name="return_object_spec_id" value="
urn:www.cenbii.eu:transaction:biitrns077:ver2.0:extended:www.peppol.eu:bis:peppol18a:verl.0" />

<input type="hidden" name="post_url" value="https://purchase.johndoe.com/receive/receiveservice.jsp?ticketid=XYZjd123"/>

<input type="submit" value="Login"/>
</form>

(oMol 9
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7 Return message transaction

The business document is transmitted back to the users service on the address (post_url) provided in the login
transaction.

7.1 Minimum Requirements

The return message transaction must contain the following elements:

Element Description Notes
<form ... action="url") The url to where the website will post The post url may contain the users
the business document on the receivers  Session or Ticket ID.
site. This url is provided in the login
transaction in the parameter named
post_url.
return_object_spec_id The specification that governs the The relevant BIS customization
returned object and may be used to identifier. Shall be the same as
validate its content. what was in the login transaction.
return_object_mime The mime code of the encoded object. Such as application/xml
return_object_encoding The character encoding used in the Such as UTF-8
returned object, i.e. the business
document.
return_object_base64 The returned object encoded as base 64

Following example is for a returned object that is a base 64 encoded XML message which follows the
specification of a PEPPOL BIS for Punch Out.

<form method="post" action="https//purchase.johndoe.com/receive/receiveservice.jsp?ticketid= XYZjd123" >
<input type="hidden" name="return_object_spec_id" value="
urn:www.cenbii.eu:transaction:biitrns077:ver2.0:extended:www.peppol.eu:bis:peppol18a:verl.0" />
<input type="hidden" name="return_object_mime" value="application/xml"/>
<input type="hidden" name="return_object_encoding" value="UTF-8"/>
<input type="hidden" name="return_object_base64" value="PD94bWwgdmVyc2Ivbj0iM..."/>
<input type="submit" value="Return"/>
</form>

8 Session handling

Since the user is leaving its service to work in the business partners website (potentially for a rather long while),
the original webserver session may time out. This means that there is no guarantee that one can rely on that
the same session, which the users used when jumping out for log in to the business partners website, is still
alive when the user returns back. A method for overcoming this issue is to provide a ticket-id/session-id in a
query string in the post_url. This provides the user’s service to re-connect the incoming message with the user.

(CHOM 1
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9 Appendicies

9.1 Example a complete return message transaction

The following example returns the full example of the shopping cart message, transaction 77, from PEPPOL BIS
18.

<form method="post" action="https//purchase.johndoe.com/receive/receiveservice.jsp?ticketid= XYZjd123">

<input type="hidden" name="return_object_spec_id" value="
urn:www.cenbii.eu:transaction:biitrns077:ver2.0:extended:www.peppol.eu:bis:peppol18a:ver1.0"/>

<input type="hidden" name="return_object_mime" value="application/xml|"/>

<input type="hidden" name="return_object_encoding" value="UTF-8"/>

<input type="hidden" name="return_object_base64"
value="PD94bWwgdmVyc2IvbjoiMS4wliBIbmNvZGluZz0iSVNPLTg4NTktMSI/PgOKPENhdGFsb2d1ZSB4bW xuczpjYWM9InV
ybjpvYXNpczpuYW 1lczpzcGVjaWZpY2F0aW9uOnVibDpzY2hlbWE6eHNkOKkNvbW 1vbkFnZ3JIZ2F0ZUNvbXBvbmVudHMtMi
IgeG1sbnM6eHNpPSJodHRwOQi8vd3d3LnczLm9yZy8yMDAXL1hNTFNjaGVtYS1pbnNOYW5jZSIgeG1sbnM6Y2JjPSJ1cm46b
2FzaXM6bmFtZXM6c3BIY2ImaWNhdGlvbjp1Ymw6c2NoZW 1hOnhzZDpDb21tb25CYXNpYONvbXBvbmVudHMtMilgeG1sbn
M9InVybjpvYXNpczpuYW1lczpzcGVjaWZpY2F0aW9uOnVibDpzY2hIbWEG6eHNKkOKkNhdGFsb2d1ZS0yliB4c2k6c2NoZW1hT
G9jYXRpb249InVybjpvYXNpczpuYW1lczpzcGVjaWZpY2F0aW9uOnVibDpzY2hIbWE6eHNKkOkNhdGFsb2d1ZS0ylEM6XFVz
ZXJzXE5vdGFuZGIcRG9jdW 1IbnRzXFVwcGz9c2luZ2FyXFNOYW5KYXJkc1xVQkxcVUJMLTIUMVx4c2RcbWFpbmRvY 1xVQ
kwtQ2FOYWxvZ3VILTIuMS54c2QiPgOKCTx)YmM6EVUJMVmVyc2IvbkIEPjluMTwvY2JjOIVCTFZIcnNpb25JRD4NCgk8Y2JjOk
N1c3RvbWIBYXRpb25JRD51cm46d3d3LmNIbmJpaS5ldTpOcmFuc2FjdGlvbjpiaWi0cm5zMDc30nZicjluMDpleHRIbmRIZDp3
d3cucGVwcG9sLmV10mJpczpwZXBwb2wxOGEBdmVyMS4wPC9jYmM6Q3VzdG9taXphdGIvbklIEPgOKCTX)YmM6UHJvZmI
sZUIEPNnVybjp3d3cuY2VuYmlpLmV10nByb2ZpbGU6YmIpMTg6dmVyMS4wPC9jYmMBUHJIVZmIsZUIEPgGOKCTxjYmM6SUQ
+MTM4NzwvY2JjOKIEPgOKCTXjYmMBQWN0aW9uQ29kZT5mYWxzZTwvY 2JjOkFjdGlvbkNvZGU+DQoJPGNiYzpJc3N1ZUR
hdGU+MjAxNiOwOCOwMTwvY2JjOklzc3VIRGF0ZT4NCgk8Y2JjOklzc3VIVGItZT4wOTowMDowMDwvY2JjOklzc3VIVGItZT4N
Cgk8Y2FjOIZhbGlkaXR5UGVyaW9kPgOKCQk8Y2JjOkVuZERhdGU+MjAXNiOwOC0zMTwvY2JjOkVuZERhdGU+DQoJCTxjY
MMGERW5kVGItZT4xODowMDowMDwvY2JjOkVuZFRpbWU+DQoJPC9YWM6EVmFsaWRpdHIQZXJpb2Q+DQoJPGNhYzpS
ZWZlcmVuY2VkQ29udHJhY3Q+DQoJCTxYmMMESUQ+Q1JUMTM4ANZzwvY2JjOKIEPgOKCTwvY2FjOlJIZmVyZW5jZWRDb25
0cmFjdD4NCgk8Y2FjOIByb3ZpZGVyUGFydHk+DQoJCTxjYmM6RW5kcGIpbnRJRCBzY2hIbWVJRDOITk86 T1JHTIIIPK2NT
Y3ODk5NjwvY2JjOkVuZHBvaW50SUQ+DQoJCTxj YWM6EUGFydHIJZGVudGImaWNhdGIvbjaNCgkJCTxjYmM6ESUQgc2NoZ
WA1ISUQYIkdMTil+NTcSMDAwWMDQzNTk1MTwvY2JjOKIEPgOKCQk8L2NhYzpQYXJ0eUIkZW50aWZpY2F0aW9uPgOKCQk8
Y2FjOIBhcnR5TMFtZT4ANCgkJCTx)YmMMBTmFtZT5BQkMgU3VwcGxpZXIgTHRKLjwvY2JjOk5ShbWU+DQoJCTwvY2FjOIBhcn
R5TmFtZT4NCgk8L2NhYzpQcm92aWRIcIBhcnR5PgOKCTxjYWM6BUmMVjZWI2ZXJQYXJ0eT4ANCgkJPGNiYzpFbmRwb2IudEl
EIHNjaGVtZUIEPSJOTzpPUkdOUil+OTgONjYxMTg1PC9jYmM6ERW5kcG9pbnRJRD4NCgkJPGNhYzpQYXJ0eUIkZW50aWZ
pY2F0aW9uPgOKCQkJPGNiYzpJRCBzY2hIbWVJRDOiIR0xOlj41NzkwMDAWNDM10TQOPC9jYmM6SUQ+DQoJCTwvY2FjOl
BhcnR5SWRIbnRpZmljYXRpb24+DQoJCTxjYWM6UGFydHIJZGVudGImaWNhdGIvbj4NCgkJCTxjYmM6SUQgc2NoZW1ISU
QIIINIbGxIckFzc2InbmVkIjSTRUXMRVJBU1NJRO5FREIEPC9jYmM6SUQ+DQoJCTwvY2FjOIBhcnRSSWRIbnRpZmIjYXRpb2
4+DQoJCTxYWM6UGFydHIOYW1IPgOKCQkJPGNiYzpOYW1IPKRFRIiBDdXNOb21IciBMdGQuUPC9jYmM6TmFtZT4NCgkJP
C9jYWM6BUGFydHIOYW 1IPgOKCQk8Y2FjOkNvbnRhY3Q+DQoJCQk8Y2JjOKIEPmMJ1eWVycyByZWYgbm88L2NiYzpJRD4N
CgkJPCOYWM6BQ29udGFjdD4NCgk8L2NhYZzpSZWNIaXZIcIBhcnR5PgOKCTXxj YWM6B6Q2FO0YWxvZ3VITGIuZT4NCgkJPGNiYz
pJRD4xPC9jYmM6SUQ+DQoJCTxjYmM6Q29udHJhY3RTdWJkaXZpc2lvbj5DUIQxMzg3PC9YmM6Q29udHJIhY3RTdWJkaX
Zpc2IvbjdNCgkJPGNhYzpMaW5sIVmFsaWRpdHIQZXJpb2Q+DQoJCQk8Y2JjOINOYXJORGFO0ZT4yMDEOLTEYLTMXPC9jYm
M6U3RhcnREYXRIPgOKCQk8L2NhYzpMaWS5IVmFsaWRpdHIQZXJpb2Q+DQoJCTxjYWMEUmMVxdWIyZWRJAGVITGYjYXR
pb25RdWFudGl0eT4ANCgkJCTXxjYmM6TGVhZFRpbWVNZWFzdXJIIHVuaXRDb2RIPSJEQVkIPJEWPCOjYmM6TGVhZFRpbW
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dEIEPSJVTKVDRVJIYzIwIj4xPC9jYmM6QmMFzZVF1YW50aXR5PgOKCQkJPCOYWMBUHJpY2U+DQoJCQk8Y2FjOkRIbGI2Z
XJ5VW5pdD4NCgkJCQk8Y2JjOkJhdGNoUXVhbnRpdHkgdW5pdENvZGU9IkM2MilgdW5pdENVZGVMaXNOSUQ9IIVORUNF
UmVjMjAIPJEBL2NiYzpCYXRjaFF1YW50aXR5Pg0KCQkJPCOjYWMBRGVsaXZlcnlVbmIOPgOKCQk8L2NhYzpSZXF 1aXJIZEI
0ZW1Mb2NhdGIvbIF 1YW50aXR5Pg0OKCQk8Y 2FjOkl0ZW0+DQoJCQk8Y2JjOkRIc2NyaXB0aW9uPk9uZSBQZXJzb25hbCBD
b21wdXRIciBWYWNrYWdIIHdpdGggYSBtb25pdG9yIGFuZCBzZXR1cCBzZXJ2aWNIPC9jYmM6RGVzY3JpcHRpb24+DQoJC
Qk8Y2JjOk5hbWU+UEMgY29tcHV0ZXIgcGFja2FnZTwvY2JjOk5hbWU+DQoJCQk8Y2FjOINIbGxlcnNJAdGVtSWRIbnRpZmljY
XRpb24+DQoJCQkJPGNiYzpJRD5QQzAXPC9YmM6SUQ+DQoJCQk8L2NhYzpTZWxsZXJzSXRIbUIkZW50aWZpY2F0aW9
uPgOKCQkJPGNhYzpNYW51ZmFjdHVyZXJzSXRIbUIkZW50aWZpY2F0aW9uPgOKCQkJCTxjYmM6SUQ+UEMwWMTMOOTA
4Nzk5MzwvY 2JjOKIEPgOKCQkJPCO YWMB TWFudWZhY3R1cmVyc0l0ZW 1JZGVudGIimaWNhdGIvbj4ANCgkJCTx YWM6EU3R
hbmRhecmRJdGVISWRIbnRpZmIjYXRpb24+DQoJCQkJPGNiYzpJRCBzY2hIbWVJRDOIR1RJTil+MTIzNDU2Nzg5MDEyMzwv
Y2JjOKIEPgOKCQkJPCOYWM6BU3RhbmRhcmRJAGVISWRIbnRpZmIjYXRpb24+DQoJCQk8Y2FjOklI0ZW1TcGVjaWZpY2F0a
WOuURG9jdW1IbnRSZWZIcmVuY2U+DQoJCQkJPGNiYzpJRD5QQzAxaW 1hZ2UuanBnPC9jYmM6SUQ+DQoJCQkJPGNiYz
pEb2N1bWVudFR5cGVDb2RIPm1haW5faW 1hZ2U8L2NiYzpEb2N1bWVudFR5cGVDb2RIPgOKCQkJCTxj)YmMMBRG9jdW1Ib
nRUeXBIPIBpY3R1cmUgb2YgdGhlIGNvbXB1dGVyPC9YmM6ERG9jdW 11bnRUeXBIPgOKCQkJCTxjYWMBQXROYWNobWVu
dD4NCgkJCQkJPGNiYzpFbWJIZGRIZERVY3VtZW50QmIuYXJ5T2J9ZWNOIG1pbWVDb2RIPSJpbWFnZS9qcGceiPIVgQnNS
MDIFYkdoalowZFRRVXhOUVVGQIVVTkJSVTFOUTFWMGRVMUdVW GhFVXpoaTwvY2JjOkVtYmVkZGVkRG9jdW1lbnRCa
W5henlPYmplY3Q+DQoJCQkJPCYWMBQXROYWNobWVudD4NCgkJCTwvY2FjOkI0ZW1TcGVjaWZpY2F0aW9uRG9jdW
1IbnRSZWZIcmVuY2U+DQoJCQk8Y2FjOkI0OZW1TcGVjaWZpY2F0aW9uRG9jdW 1IbnRSZWZIcmVuY2U+DQoJCQkJPGNiYz
pJRD5QQzAXc3BIY3MucGRmPC9YmM6SUQ+DQoJCQkJPGNiYzpEb2N1bWVudFR5cGU+UEMgZGVOYWIsZWQgc3BIY2|
maWNhdGlvbjwvY2JjOkRvY3VtZW50VHIWZT4NCgkJCQk8Y2FjOkFOdGFjaG1IbnQ+DQoJCQkJCTX)YmMMGERW 1iZWRkZWR
Eb2N1bWVudEJpbmFyeU9iamVjdCBtaW 11Q29kZT0iYXBwbGIjYXRpb24vcGRmIj5VakJzUjASRWJHaGpaMGRUUVV4TIFVR
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kdVVU5CUIUxdFExcDBkVTFHVVhoRVV6aGk8L2NiYzpFbWJIZGRIZERVY 3VtZW50QmIuYXJ5T2JgZWNOPgOKCQkJCTwvY
2FjOkF0dGFjaG1IbnQ+DQoJCQk8L2NhYzpJdGVtU3BIY2ImaWNhdGIlvbkRvY 3VtZW50UmVmZXJIbmNIPgOKCQkJPGNhYz
pPcminaW5Db3VudHJ5PgOKCQkJCTxjYmMESWRIbnRpZmljY XRpb25Db2RIIGxpc3RJIRDOISVNPMzE2NiOXOkFscGhhMil+
QO0g8L2NiYzpJZGVudGImaWNhdGIvbkNvZGU+DQoJCQk8L2NhYzpPcmInaW5Db3VudHJ5PgOKCQkJPGNhYzpDb21tb2Rp
dHIDbGFzc2ImaWNhdGIvbj4NCgkJCQk8Y2JjOkl0OZW 1DbGFzc2ImaWNhdGIvbkNvZGUgbGIzdEIEPSJVTINQUOMIPjQzMjEx
NTA4PC9jYMM6SXRIbUNsYXNzaWZpY2F0aW9uQ29kZT4NCgkJCTwvY2FjOkNvbW 1vZGl0eUNsYXNzaWZpY2F0aW9uPg
O0KCQkJPGNhYzpDbGFzc2ImaWVkVGF4Q2F0ZWdvenk+DQoJCQkJPGNiYzpJRCBzY2hIbWVJRDOiVUSDTDUzMDUgU 1V
CUOVUI5TPCYYmMM6SUQ+DQoJCQKJPGNiYZzpQZXJjZW5S50PE4PCOYmMM6UGVYY2VudD4NCgkJCQk8Y2FjOIRheFNjaGV
tZTANCgkJCQkJPGNiYzpJRCBzY2hIbWVJRDOiIVU5DTDUXMDMIPIZBVDwvY2JjOKIEPgOKCQkJCTwvY2FjOIRheFNjaGVtZ
T4NCgkJCTwvY2FjOkNsYXNzaWZpZWRUYXhDYXRIZ29ye TANCgkJCTxjYWM6QWRkaXRpb25hbEIOZW1Qcm9wZXJ0eT4
NCgkJCQk8Y2JjOk5hbWU+U2VydmljZUIuZGljYXRvcjwvY2JjOk5hbWU+DQoJCQkJPGNiYzpWYWxXx1ZT5mYWxzZTwvY2JjO
1ZhbHVIPgOKCQkJPC9jYWM6QWRkaXRpb25hbEIOZW 1Qcm9wZXJ0e T4ANCgkJCTxj YWM6EQWRkaXRpb25hbEIOZW1Qcm9
wZXJ0eT4NCgkJCQk8Y2JjOk5hbWU+UKFNIG1IbW9ye TwvY2JjOk5hbWU+DQoJCQkJPGNiYzpOYW 11Q29kZT5JdGViIHBY
b3BIcnR5IGNsYXNzaWZpY2F0aW9ulGNvZGUB8L2NiYzpOYW11Q29kZT4NCgkJCQk8Y2JjOIZhbHVIPJE2IEACPC9jYmM6Vm
FsdWU+DQoJCQkJPGNiYzpWYWx1ZVF1YW50aXR5IHVuaXRDb2RIPSJBRCIgdW5pdENVZGVYMaXNOSUQI9IIVORUNFUmM
ViMjAiPJE2MDAWMDAWPC9jYmM6VmFsdWVRdAWFudGl0eT4ANCgkJCTwvY2FjOkFkZGI0aW9uYWxJdGVtUHJveGVydHk+D
QoJCQk8Y2FjOkNIcnRpZmljYXRIPgOKCQkJCTxjYmM6SUQ+RVUgRWNvbGFiZWw8L2NiYzpJRD4NCgkJCQk8Y2JjOkNIcn
RpZmljYXRIVHIWZUNvVZGU+YmxhbmMB8L2NiYzpDZXJ0aWZpY2F0ZVR5cGVDb2RIPgOKCQkJCTxjYmM6Q2VydGlimaWNhd
GVUeXBIPMFjdGI2ZTwvY2JjOkNIcnRpZmljYXRIVHIWZT4NCgkJCQk8Y 2FjOklzc3VIcIBhcnR5PgOKCQkJCQk8Y2FjOIBhcnR
5TmFtZT4NCgkJCQkJCTX)YmMME TmMFtZT5ibGFuYzwvY2JjOk5hbWU+DQoJCQkJCTwvY2FjOIBhcnR5TmFtZT4NCgkJCQkS8
L2NhYzpJc3N1ZXJQYXJ0eT4NCgkJCTwvY2FjOkNIcnRpZmljYXRIPgOKCQk8L2NhYzpJdGViPgOKCTwvY2FjOkNhdGFsb2d
1ZUxpbmU+DQoJPGNhYzpDYXRhbG9ndWVMaW5IPgOKCQk8Y2JjOKIEP]I8L2NiYzpJRD4NCgkJPGNhYzpSZXF1aXJIZEIO
ZW1Mb2NhdGIvbIF1YW50aXR5Pg0KCQkJPGNhYzpQcmljZT4NCgkJCQk8Y2JjOIByaWNIQW 1vdW50IGN1cndlbmN5SUQ9I
kVVUil+MTEwMC4wMDwvY2JjOIByaWNIQW 1vdW50PgOKCQkJCTX YmMM6QmMFzZVF1YW50aXR5IHVuaXRDb2RIPSJDN;lil
HVuaXRDb2RITGIzdEIEPSJVTKVDRVJIYzIwlj4xPC9jYmM6QmFzZVF 1YW50aXR5Pg0KCQkJPCOYWM6UHJpY2U+DQoJC
Qk8Y2FjOkRIbGI2ZXJ5VW5pdD4NCgkJCQk8Y2JjOkJhdGNoUXVhbnRpdHkgdW5pdENvZGU9IkM2MilgdW5pdENVZGVMa
XNOSUQ9IIVORUNFUmMV|jMjAIPEBL2NiYzpCYXRjaFF1YW50aXR5PgOKCQkJPC9jYWM6ERGVsaXZlcnlVbmIOPgOKCQk8L2
NhYzpSZXF 1aXJIZEI0OZW 1Mb2NhdGIvbIF 1YW50aXR5Pg0KCQk8Y2FjOkl0ZW0+DQoJCQk8Y2JjOkRIc2NyaXB0aW9uPjlxI
GluY2ggbW9uaXRvci48L2NiYzpEZXNjcmlwdGIvbj4NCgkJCTxj)YmMME TmFtZT5Nb25pdGOyPCOjYmME TmFtZT4NCgkJCTxjY
WM6U2VsbGVyc0l0ZW1JZGVudGImaWNhdGIvbj4NCgkJCQk8Y2JjOkIEPk1OVFIwMTwvY2JjOKIEPgOKCQkJPCOjYWM6EU2
VsbGVyc0l0ZW1JZGVudGImaWNhdGIvbj4dNCgkJCTxjYWM6 TWFudWZhY3R1cmVyc0l0ZW1JZGVudGlimaWNhdGIvbj4NCg
kJCQk8Y2JjOKIEPk1OVFIWMTMOOTA4Nzk5MzwvY2JjOKIEPgOKCQkJPCjYWME6TWFudWZhY3R1cmVyc0l0ZW1JZGVudG
ImaWNhdGIvbj4NCgkJCTxjYWM6U3RhbmRhcmRJAGVISWRIbnRpZmljYXRpb24+DQoJCQkJPGNiYzpJRCBzY2hlbWVJRD
OiIR1RJTIil+MTIzNDU2Nzg5MDEyNDwvY2JjOKIEPgOKCQkJPC9jYWM6U3RhbmRhcmRJAGVISWRIbnRpZmljYXRpb24+DQo
JCQk8Y2FjOkNvbW1vZGl0eUNsYXNzaWZpY2F0aW9uPgOKCQkJCTxjYmMM6SXRIbUNsYXNzaWZpY2F0aW9uQ29kZSBsa
XNOSUQ9IIVOU1BTQyl+MjAXMDE2MDES8L2NiYzpJdGVtQ2xhc3NpZmljYXRpb25Db2RIPgOKCQkJPCjYWM6Q29tbW9kaX
R5Q2xhc3NpZmljYXRpb24+DQoJCQk8Y2FjOkNsYXNzaWZpZWRUYXhDYXRIZ29ye T4ANCgkJCQk8Y2JjOkIEIHNjaGViZUIE
PSJVTKNMNTMwNSBTVUJTRVQIPIM8L2NiYzpJRD4NCgkJCQk8Y2JjOIBIcmNIbnQ+MTg8L2NiYzpQZXJjZW50PgOKCQkJ
CTxjYWM6VGF4U2NoZW11PgOKCQkJCQk8Y2JjOKIEIHNjaGVIZUIEPSJVTKNMNTEwWMYyl+VkFUPC9jYmM6SUQ+DQoJCQk
JPCYjYWM6VGF4U2NoZW1IPgOKCQkJPC9YWM6EQ2xhc3NpZmllZFRheENhdGVnb3J5Pg0KCQkJPGNhYzpBZGRpdGlvb
mFsSXRIbVByb3BIchnR5PgOKCQkJCTXjYMMETmFtZT5QYXJOT2Y8L2NiYzpOYW1IPgOKCQkJCTXjYmM6EVmFsdWU+UEMw
MTwvY2JjOI1ZhbHVIPgOKCQkJPC9jYWM6QWRkaXRpb25hbEIOZW1Qcm9wZXJ0eT4ANCgkJPCOjYWM6ESXRIbT4ANCgk8L2N
hYzpDYXRhbG9ndWVMaW5IPgOKCTxjYWM6Q2FO0YWxvZ3VITGIuZT4ANCgkJPGNiYzpJRD4zPC9j'YmMM6SUQ+DQoJCTXjY
mM6Q29udHJhY3RTdWJkaXZpc2lvbj5DUIQxMzg3PC9YmM6Q29udHJhY3RTdWJkaXZpc2lvbjdNCgkJPGNhYzpSZXF1aXJ
IZEI0ZW 1Mb2NhdGIvbIF1YW50aXR5Pg0KCQkJPGNhYzpQcmljZT4NCgkJCQk8Y2JjOIByaWNIQW 1vdW50IGN1cndlbmN5S
UQ9IkVVUIil+MjAuMDAS8L2NiYzpQcmljZUFtb3VudD4NCgkJCTwvY2FjOIByaWNIPgOKCQkJPGNhYzpEZW xpdmVyeVVuaxQ
+DQoJCQkJPGNiYzpCYXRjaFF1YW50aXR5IHVuaXRDb2RIPSJIVVIiIHVuaXRDb2RITGIzdEIEPSJVTkVDRVJIYzIwlj4yPC9j
YmM6QmMFOY2hRdWFudGI0eT4NCgkJCTwvY2FjOkRIbGI2ZXJ5VW5pdD4NCgkJPCjYWMBUmMVxdWIyZWRJAGVITGIjY X
Rpb25RdWFudGl0eT4ANCgkJPGNhYzpJdGVtPgOKCQkJPGNiYZzpEZXNjcmlwdGlvbj5MaW51eCBpbnNOYWxsYXRpb24gc2V
ydmljZS48L2NiYzpEZXNjecmlwdGIvbj4NCgkJCTxjYmMM6 TmFtZT5JbnNOYWxsYXRpb24gc2VydmljZTwvY2JjOk5hbWU+DQoJ
CQk8Y2FjOINIbGxlcnNJAGVtSWRIbnRpZmljYXRpb24+DQoJCQkJPGNiYzpJRD5JTINUMDESL2NiYzpJRD4NCgkJCTwvY?2
FjOINIbGxlcnNJdGVtSWRIbnRpZmljYXRpb24+DQoJCQk8Y2FjOkNsYXNzaWZpZWRUYXhDYXRIZ29ye TANCgkJCQk8Y2Jj
OkKIEIHNjaGVIZUIEPSJVTKNMNTMwNSBTVUJTRVQIPKFBPC9)YmM6SUQ+DQoJCQkJPGNiYzpQZXJjZW50Pjg8L2NiYzpQ
ZXJjZW50PgOKCQkJCTxjYWM6EVGF4U2NoZW 1IPgOKCQkJCQk8Y2JjOKIEIHNjaGVtZUIEPSJVTKNMNTEwWMyl+VKFUPC9jY
mM6SUQ+DQoJCQkJPCOYWMBVGF4U2NoZW 1IPgOKCQkJPCOYWM6Q2xhc3NpZmllZFRheENhdGVnb3J5PgOKCQkJPG
NhYzpBZGRpdGlvbmFsSXRIbVByb3BIcnR5PgOKCQkJCTXjYmMMBTmFtZT5QYXJOT2Y8L2NiYzpOYW 1IPgOKCQkJCTXxjYmM
6VmFsdWU+UEMwMTwvY2JjOIZhbHVIPgOKCQkJPCOYWMEQWRkaXRpb25hbEIOZW 1Qcm9wZXJ0e TANCgkJCTxjYWM6
QWRkaXRpb25hbEI0ZW1Qcm9wZXJ0eT4NCgkJCQk8Y2JjOk5hbWU+U2VydmljZUIuZGljY XRvcjwvY2JjOk5hbWU+DQoJC
QkJPGNiYzpWYWx1ZT50cnVIPC9jYmM6EVmFsdWU+DQoJCQk8L2NhYzpBZGRpdGlvbmFsSXRIbVByb3BIcnR5PgOKCQk8
L2NhYzpJdGVtPgOKCTwvY2FjOkNhdGFsb2d1ZUxpbmU+DQo8LONhdGFsb2d1ZT4NCg=="/>

<input type="submit" value="Return"/>
</form>

@FOH .



